@ HACKTHEBOX

We help modern
CISOs achieve
business objectives

How a performance-based mindset
can optimize governance and risk assessment

CISO challenges are
business challenges

How can they
be translated
into wider
business
goals?




It’s not always about
skills or certifications

The final outcome is what matters

Organizational security posture

Make security people-centric

1. Set 2. Add 3. Pay 4. Track 5. Provide
relevant goals real-world attention progress to feedback &
& objectives rules & to your make informed rewards
for your teams mechanics tooling decisions

Effective incident response

From skills to performance
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Incident-related costs

People, process, technology

E « Artificial intelligence
= —>  « Cloud-Ready
Technology * SIEM & SOAR Response

» Al-powered automations

& ©

People Process
e Human risk management  Periodic cyber response exercises
e Performance management  Faster, better talent sourcing
» Career development e Training & testing
» Re-skilling » Setup governance practices

» Security culture

Budget management

Translate cyber risk into real $

infrastructure

40%

of an enterprise security
budget is spent on its
people, but only one-third
of organizations invested
in upskilling in response
to breaches and/or cyber
incidents.




Talent acquisition & workforce development

Burnout is your first threat

— What keeps cybersecurity team members engaged at work
- \What do managers consider the best way to avoid burnout amongst cybersecurity staff

Opportunities to learn new skills 62,4%

Opportunities to learn new skills 68%

26,5% Increase compensation

68% of security team members rated
“opportunities to learn skills” as the most
successful way of staying engaged at work

' 62% of managers rated “opportunities to
19:2% Increase compensation learn new skills” as the best way to prevent
burnout amongst security staff

13,2% A reduction in workload

22% More vacation time
3,3% A reduction in workload
52% More vacation time

Governance & compliance

Make it a c-level job

Avoid personal and business liability by managing cybersecurity as C-suite
effort. Translate technical findings into business insights to ensure:

V) V) V)

Organizational Board Adequate budget
maturity understanding allocation



An evolving 360 journey to align
business and security objectives

Academy - Learn

Theoretical courses combined with
hands-on assessments and lab
exercises that mimic real-world
applications and infrastructures,
divided into skills and job roles.

Dedicated Labs - practice

Further develop theoretical
concepts by focusing on specific
attack types and threat vectors in a
practical setting, ideal for offensive
and defensive security teams to
collaborate.

Professional Labs
and/or Cloud Labs - upskill

Bring all of your skills together by
conducting a penetration test within
a simulated, fully-patched enterprise
environment bringing together
multiple scenario and techniques.

Talent Search - Recruit & Retain

Find the right talent from HTB
community of 25M+ members with
validate skills and high performing
mindset.

CTF & Battlegrounds - Benchmark

Great assessment and benchmarking
of current skill and method to re-
enforce current learning outcomes.

- Benchmark

Tabletop and practical exercises

that assess a technical user’'s and
organizational response to a potential
security incident.

[Coming soon]



How do we help CISOs
Track and boost cyber performance?
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Cyber
workforce
job-role
mapping

Guides,
templates &
reports

In-app
reporting
capabilities

Framework
compliance

Loved by the community,
trusted by organizations

We provide a human-first platform to create
and maintain high performing cybersecurity
professionals and organizations.
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